This report describes the state of design reviews observed at NASA and research into improving review practices. There are many types of reviews at NASA. Formal, programmatic project reviews such as the Preliminary Design Review and Critical Design Review are a required part of every project and mission development. However, the informal and technical engineering peer reviews that support teams' work on such projects are informal, ad hoc, and inconsistent across the organization. The goal of this work is to identify best practices and lessons learned from NASA's review experience, benchmark against industry techniques, and develop methodologies to improve the process. Thus far, the research has determined that the organization, composition, scope, and execution, including the use of information technology and structured design methodologies, of reviews all impact the technical, engineering peer reviews to help NASA work towards error-proofing the design process.
1. BACKGROUND
Motivation
The National Aeronautics and Space Administration (NASA) has applied effective design principles with appropriate peer reviews and periodic systems design reviews to result in high reliability aerospace design. The successes and failures of NASA missions have provided lessons learned for the organization's design review practices. Events of recent years have shown that the design review process at NASA, as with other organizations, needs to be continually improved. Missions like the Mars Climate Orbiter showed that reviews could still let simple design errors such as unit mismatches slip through and cause navigation failures. The Mars Polar Lander's premature shutdown showed that even when errors are caught and criticized, some times the changes are still not implemented. It is evident that the review process is a weak one, relying heavily on the individuals involved. The goal of this design process error-proofing research is to identify strategies to make design reviews more robust and consistent.
In the NASA life-cycle, two key reviews are the PDR and CDR. The Preliminary Design Review (PDR) is the first major review of the detailed design and is normally held prior to the preparation of formal design drawings. PDR's are conducted to confirm that the approach for the system's design is ready to proceed into the detailed design phase. A PDR is held when the design is advanced sufficiently to begin some testing and fabrication of design models. Detail designs are not expected at this time, but system engineering, resource allocations and design analyses are required to demonstrate compliance with requirements.
The Critical Design Review (CDR) is held near the completion of an engineering model, if applicable, or the end of the breadboard development stage. This should be prior to any design freeze and before any significant fabrication activity begins.
The CDR should represent a complete and comprehensive presentation of the entire design. CDR's are conducted to demonstrate that the detailed design is complete and ready to proceed with coding, fabrication, assembly and integration efforts.
For formal reviews, there are a number of guides and documents to help projects through the review process. A standard review checklist is used as an aid to review planning. The activities are to be performed in the order listed by the people indicated. This checklist is very high-level and does not describe how to handle technical aspects. Some groups have design review forms with more detailed activities.
Peer Reviews
Peer reviews have served as a useful tool in evaluation in science and engineering. There are a number of models of evaluations. Eibeck (1996) lists the three prototypical models of evaluation as reviews, checklists, and experimental/user observation. Trenner (1995) says the advantage of peer review comes when the designer is inexperienced or when experienced developers are "too close" to their work to see it objectively. Difficulties can come in peer reviews when designers feel threatened or demoralized, when there is a reluctance to criticize, a pooling of ignorance, or when the review doesn't show the severity of the problems identified. Peer reviews can also fall into the trap of being a cosmetic exercise with no commitment to making the changes suggested.
At NASA, these peer reviews are key to success in the formal review. However, in initiating conversations with engineers and managers across NASA about "peer reviews," it was clear that the term meant different things to different people. Jet Propulsion Laboratory's Project Review document (D-10401 ) defines a peer review as a working-level, in-depth review convened as needed to evaluate an analysis, concept, design, product, or process thoroughly. Goddard's System Management Office describes engineering peer reviews (EPR's) as a resource for product design teams (PDT's) to "identify potential engineering design and implementation flaws, and increase the probability of success."
In our discussion with NASA personnel, we agreed upon the definition of peer reviews for these discussions as informal, in-depth technical reviews, usually held before major reviews like PDR and CDR as pre-reviews. The number of people involved can include anywhere from a conference room full to just one or two reviewers in an engineer's office. Even the definition of a "peer" varied somewhat. Peers are usually other people from a similar technical background, though some managers emphasized that peers should also be peers in term of organizational hierarchy, i.e., no managers or other "bosses."
There are a number of guidelines, checklists, and documentation for system reviews like the CDR, but guides for peer reviews are quite limited. Often, peer reviews are simply mentioned as pre-reviews for the system reviews.
JPL D-11381 (Quinn 1994) simply recommends "a series of detailed peer reviews be conducted prior to the Preliminary Design Review and, especially, the Critical Design Review." The peer reviews should be informal but structured, including a checklist, and the team should summarize the review at the formal PDR or CDR.
The NASA Mission Design Process (Huber 1992 ) recommends peer reviews be conducted periodically through Phase A (Mission Analysis). The group should be composed of individuals chosen from outside the project. Review of analyses, drawings, and other design documentation instead of presentation viewgraphs is recommended.
In Phase B (Definition/System Design), the technical part of the review should also examine associated cost and schedule data.
Perhaps the most extensive documentation on peer reviews comes in JPL D-10401 (Rose 2003) . It calls for peer reviews to be "convened, as needed, as working-level reviews to evaluate detailed aspects of a product or process." Though it explicitly states that peer reviews are to be informal and not subject to the formal project review requirements, it suggests guidelines. Even with these guidelines, it still emphasizes that reviews should be "kept simple and informal to minimize the cost and effort. Likewise, the supporting documentation for a peer review should be kept simple and informal."
As opposed to the system-level formal reviews, peer reviews are usually held on the sub-system level, though certainly peer reviews for specific components are held in support of the sub-systems as well. The project manager usually works with the sub-system section leaders to discuss how much time and resources should be invested in each subsystem review. The sub-system leader will usually look for reviewers in his or her own line organization, often just choosing colleagues or ask the line manager for suggestions on reviewers. The peer reviews are paid for by the project where the reviewers can bill their time to the project. Many times, however, the reviewers simply volunteer their time.
According to one branch chief, peer reviews are usually fairly short (around 2 hours) and the participants are notified anywhere from one day to one week in advance. The project manager typically decides who can be of most benefit and invites them, usually holding the number to around 4-8 people. Branch management is typically invited but not required.
Attitudes towards reviews varied greatly. Some feel "99.9% of the value of [formal] reviews is preparing for them." However, the informal peer reviews are viewed differently.
One project manager even said that reviews can be "dangerous" in that the project might assume that the review can catch everything. Some managers strongly believed that design reviews can and should catch any problem. Others felt that the design review is a weak process which is completely dependent on the individuals involved. And there are even others that feel the complexity of the systems has exceeded engineers' abilities to grasp. There is strong sentiment at NASA that peer reviews give the most benefit and cost the least amount of time and effort in the life-cycle. Because these peer reviews are more or less "voluntary," they can be done with more flexibility and cover the topics that are important to the designers and not the reviewers. At the same time though, they lack consistency in implementation. A good project peer review is very dependent on strong leadership and involvement by the project manager. The question is what elements are essential in successful review.
NASA Review Examples
To demonstrate the scope and length of typical reviews at NASA, we explored some past NASA projects. For example, the Lunar Orbiter missions were five missions that were launched with the purpose of mapping the lunar surface before the Apollo landings; all successful and 99% of the moon was photographed. The PDR was conducted by Boeing and NASA. It checked any specific technical area or major subsystem before a final decision was made to freeze the design. The CDR concentrated on the components and subsystems to see if they passed as acceptable for fabrication and testing; if approved, changes were held to a minimum. Various other reviews took place during fabrication and a formal acceptance review was conducted at the completion point New Horizons is the first mission to Pluto, its moon, Charon, and the Kuiper Belt of rocky, icy objects beyond. Its Preliminary Design Review lasted 3-days at Applied Physics Library in Laurel, MD. The 10-member review panel of spacecraft and system engineering experts from APL, NASA JPL, Goddard, and Southwest Research Institute examined New Horizons' mission plans and spacecraft design, with APL Space Department's chief engineer chairing.
The Stratospheric Observatory for Infrared Astronomy (SOFIA) is a joint effort between NASA and the German Aerospace Center, DLR. Its 4-day Critical Design Review took place in Waco, Texas, where USRA subcontractor Raytheon is modifying the aircraft to house the telescope. The event bridged design and manufacturing stages, where a successful review meant that the design is validated and will meet its requirements, is backed up with solid analysis and documentation, and has been proven to be safe. The industry team led by the prime contractor, the Universities Space Research Association (USRA), presented the complete system design developed to make sure that technical issues have been properly addressed. SOFIA's CDR completion granted USRA permission to begin manufacturing of hardware.
The Critical Design Review for the Mars Surveyor Orbiter Color Imager (MARCI) and Mars Surveyor Lander Descent Imager (MARDI) took place on one day, lasting from 8:30AM to 5pm. In it, the chairman of the review led the discussion, prepared the official report of the results, and was in charge of developing the system to operate future Mars missions. The lead engineer for the new cameras presented most of the technical details. Members of the review board were the JPL engineer in charge of science instruments for the Pathfinder, a SDSU astronomer who built and uses cameras on telescopes, and the designer of the Mars Observer and Mars Global Surveyor cameras.
Cassini-Huygens was launched in 1997 to reach Saturn by 2004. The mission is composed of two elements. The Cassini orbiter, built and managed by JPL, will orbit Saturn and its moons for four years. The Huygens probe, built by the European Space Agency, will dive into the murky atmosphere of Titan and land on its surface. The reviews consisted of JPL and other NASA and independent reviewers, supported by the European Space Agency and Agenzia Spatiale Italiana.
Lessons Learned
A number of studies have been done throughout NASA to improve the formal review process. The Lessons Learned Information System (http://llis.nasa.gov/) is a reference database of different lessons from NASA projects. It is provided to NASA personnel and approved NASA contractors. Searching for "design review" in the system provided 154 different lessons. Some of the lessons of interest pertain to process considerations and guides, but many only point out specific items that should be considered in future reviews of a similar system. Other NASA programs have had their own studies on the formal review process. The ASIC program [3] at NASA Jet Propulsion Laboratory identified the following considerations for reviews: -Plan for reviews at the beginning of a program.
-Don't underestimate the importance of selecting appropriate board members. -Identify the participants for reviews early enough so that they may receive all necessary review material in time for their analyses. -Work with the vendor's review methodology to reconcile your organization's goals for a particular review with those of the vendor. -Build the reviews into the contract and the statement of work so that sufficient resources will be available from the vendor to properly support the reviews and action items generated from them. Our initial surveys and interviews showed high confidence in the formal review process at NASA. The general consensus was that with the right people all problems should be caught in design reviews. Though there is high confidence in the individuals at NASA, there can be great variation in how they are executed. In addition, even though there are many guidelines there are some times inconsistencies in implementation. For some very small missions, a Single Design Review (SDR) is done, combining the Preliminary and Critical Design Review's, though engineers who have been through this have said that it is a bad idea.
NASA has taken a closer look at how formal design reviews communicate information between reviewers and designers. The main area of concern in those interviewed was with the informal peer reviews. These reviews are important as they are part of the preparation for the formal reviews, but lack the consistency and formalism of the system reviews. While standing programmatic reviews like the PDR and CDR are highly structured and formalized, the technical peer reviews that are an important pre-review for them are not. It is in these informal reviews that the engineers and managers must work out the details that can be missed in formal reviews. The key to success in these peer reviews the right level of discipline.
ERROR-PROOFING PEER REVIEWS
Different projects require different review practices. Larger projects have some advantages in terms of having more experienced people, as well as mentors available for the inexperienced. Smaller projects do not have this luxury -the projects are the training grounds for new engineers. In addition, larger projects are by definition required to have a certain rigor, like with configuration control. As a result, there is also less flexibility in larger projects. Because the large projects have more resources, the quality of both the engineers and reviewers are also usually higher on larger projects. Because the formal reviews are more rigorous, these projects can benefit from peer reviews as a good pre-work and a pre-review. The research identified several key issues to improve these reviews.
"Organization" refers to the role and integration of the review and the reviewers in a company or other organization and its product development process. "Composition" involves the members selected to include in a review, including both reviewers and the designers whose work is being reviewed. "Scope" is the range of issues discussed in the review. "Execution" involves the method used in the review, including the use of structured methods and information technology. This paper explores research on these areas in academia and industry, compares them with NASA practices, and gives recommendations based on these findings.
Organizational Role
2.1.1. Literature review Ichida et al. (1996) examined possible relationships between the design review board and the designers. They identified three models.
The first has design reviews dominated by the design department. The advantages are that reviews can be introduced with minimal resistance and the designers can better prevent infringements upon their authority. The disadvantages are that the designers will more likely guard their own turf when determining action items, scheduling, and follow-up. Having a design review office advising the designers can result in more impartial action items and subjects to be addressed, but there can be difficulty in gaining sufficient understanding from both sides on the design and the philosophy of the design review. Finally, there can be a shared relationship where the design review board is elevated to a joint-decision making role within the design team. This gives the benefit of an impartial approach and suited towards phasespecific (like gate) management, however with even less sense of ownership, the designers would feel a loss of authority and easily overlook routine activities.
Many industry organizations use a type of stage-gate process to guide their product development. Though not strictly design reviews, gate meetings are used to understand and mitigate risk and synchronize project work. Similar to NASA, these large, global organizations use life-cycle review models to provide not only programmatic guidance but also a common language. Table 1 summarizes the ABB, GE, and Lucent gate process models, obtained from the organizations themselves. The gates require approval to continue, use standardized terminology and numbering, and assist the generation of reports and reviews. Though industry benchmarking has shown similar in terms of synchronization and understanding the project, ABB's aim is to drive projects by business objectives, while GE's is to concentrate on satisfying customer needs. ABB's system helps with project portfolio management while GE monitors the Design for Six Sigma initiatives and tools, like QFD and scorecarding, to strengthen the review process without constraining those involved. Lucent includes an annual review.
At General Electric, the technical design review is integrated into the design process through interaction between individual contributors, key technical specialists, and the Chief Engineer's Office. By initiating informal meetings with Chief Consulting Engineers and the Chief Engineer throughout the design process, the designers can exchange data and discuss issues and ideas.
Similar to NASA, these informal consultations are excellent preparation for formal design reviews and may consist of various meetings and discussions, including senior/staff engineers, peer engineers, technical specialists, or Chief Engineer's Office representatives. These design reviews are not tollgate reviews, program technical reviews, nor scorecard reviews.
There are other review models that can be followed. In Germany, the field of civil engineering uses full-time reviewers who are paid with a share of the contract to review projects by construction firms. In turn, however, these reviewers assume half the liability of the project should anything go wrong. The U.S. Government has had federal programs where after contractors bid for a project, the runner-up is hired as the reviewer for the winning contractor, as both are familiar with the technical details of the project. All contractors who bid for the job are made aware of this arrangement from the beginning.
Lessons from NASA interviews
At NASA JPL, the peer reviewers are usually full-time engineers and managers who donate some of their time to help review projects for their colleagues. However, at NASA Goddard, there actually is a full time review group which does the peer reviews. Some independent review boards are used at NASA, though they are often there more to report on programmatic issues to headquarters. At NASA Ames, there was extensive contracted use of independent reviews on their projects.
Most JPL personnel expressed a belief that reviewers should be full time engineers and managers so that they don't lose their technical expertise and can stay current with the state-of-the-art at NASA. However, some expressed interest in the idea of having a part-time review program where engineers could work as a "full-time" reviewer for a period of several months. This rotating review board could train the reviewers and allow them to review for several months then return to their original position, allowing them to stay "current."
At Ames, managers emphasized the need to budget for reviews, particularly the PDR and CDR, and levy requirements in the contract. Independent and peer reviews weren't really budgeted for initially. Though some time is allocated for peer reviews, for the most part, the money is not and, so when the budget becomes tight, it is not uncommon to cut peer reviews. Some managers even recommended that NASA make the personnel available at no cost to the projects.
Many projects at NASA are very large, distributed, and complex, like SOFIA [5] , and have several levels of hierarchy and different customer value chains. At the chief engineers and project sponsorship levels, it is difficult for the managers to be as hands-on with the design staff especially when they are distributed organizationally and geographically. Often times, they will have many different systems to manage, and involve the use of several sub-contractors from outside the organization. Even though NASA does not interface directly with some of these organizations, as USRA subcontracts the majority of the work, NASA can play a key role in the interface control meetings. NASA facilitated these meetings even though it was a non-contractual relationship, but it is still driven by each side's desire to proceed along their development. To some degree, it is not in these contractors interest to better define these relationships. Lack of definition can often be used an excuse when there is a failure to meet schedule. As these working group meetings are essentially peer reviews, it shows that NASA does have the capability to get involved in this lower level review process.
Error-Proofing Recommendations
Though most interviewees we spoke to did not have major suggestions on improvements to the review process, when asked what they could do better with "infinite time and resources," their answer was simply "get more reviewers." Since the projects have to pay for their own reviews, it can dilute their effectiveness as there are many competing interests within the project for the money. It is not uncommon for some sub-systems to not even do peer reviews. Even if the entire system is reviewed, there are no guarantees on its depth, consistency, or quality. It is not just getting a person, but getting enough quality time with them to comprehensively review the project. It is usually a privilege to even get two hours of some experts' time to review drawings. Some times, two days are really needed to penetrate the design.
Even though formal reviews are mandated by NASA headquarters while peer reviews are done on a voluntary basis for the projects' own benefit, both are funded from the project and not the organization. For NASA to emphasize the importance of these reviews, it would make sense for them to give them a separate funding source, at least on the formal reviews. There will be some changes in the NASA accounting structure, and it may be able to put reviews under a corporate charge in the future.
A review office can be useful to help project managers assemble and guide their review teams. Many showed interest in the idea of a rotating review program where engineers work as full-time reviewers for several months at a time. For most informal reviews, that probably is necessary. At the least, the review office can help provide training material to reviewers and managers, including providing tips on conducting successful reviews. The office could also maintain a reference list of reviewers. Though there was some discussion of rating reviewers and the usefulness of that, many felt the politics associated with it would outweigh the benefits. However, a completely objective list with only the reviewers' names, contact information, and "resume" of their current position and background, as well as portfolio of projects that they have reviewed could be helpful. If this list could be cross-linked with project information, managers could look for certain similar projects to find qualified reviewers. A review office can provide more than just technical reviewers. Other beneficial capabilities the review office could have include having fulltime review historians/recorders, cost/risk analysts, and system administrators for review databases and lockers.
Composition of Review Team

Literature review
Our research has found some general, though at times conflicting, "rules of thumbs" to consider. On the inclusion of supervisors, one view is that the review is highly influenced by the project supervisor whose responsibilities and knowledge of the project can more easily bring others to his or her point of view. Therefore according to this train of thought, the supervisor's participation is therefore obviously needed. However, Freedman and Weinberg (1990) state very flatly that "Nobody should be present at a review whose role might create a conflict of interest." Because team leaders cannot be objective when leading a review of their work, they should never lead reviews of their own team's work. Dorner (1996) researched characteristics of problem solvers. Good problem solvers favor qualified expressions that take circumstances and exceptions into account, stress main points but don't ignore subordinate ones, and suggest possibilities.
Regarding the ideal size of reviewing teams, D'astous, Robillard, et al. (2001) found that it is subject to debate. Weller (1994) found that four reviewers are twice as efficient as three. Buck (1981) found no difference in the efficiency in two, thee, and four reviewers. Porter and Johnson (1997) found size doesn't influence anomaly detection rate. Brooks (1975) discovered the counterintuitive principle that adding manpower to a late project makes it later.
Lessons from NASA interviews
Most NASA engineers and managers said they had no hard and fast rules on composition of their peer review boards other than to find the qualified people with the requisite skill set and experience. Usually these are the people they know from previous reviews or identified from talking to the managers in the appropriate line organizations. Some engineers and even project managers believed that it is important to have only peers, not only in technical expertise but also in term of hierarchical/organizational rank, present at peer reviews. By having no bosses or anybody who would "review the individual," rather than just the project, it allows the engineers to be more open about challenges and problems they are facing. This allows the review to be conducted in a more informal manner.
There have been differing views on the number of reviewers necessary. One school of thought is that the more reviewers, the better, as there are more "sets of eyes" to spot problems. However, one project manager felt very strongly that smaller sets of reviewers are better as they allow more personal interaction. In addition, a smaller peer review can be held in an engineer's office where he or she has full access to any materials needed and allows them, for example, to look over a piece of paper and make marks directly on it together. This project manager said in his experience, the best "peer meetings" are with two reviewers to one or two team members. In addition, he has the reviewers talk with him informally afterwards to discuss next steps. If there are three or more reviewers, then not only does it limit the dialogue, but it is necessary to make copies of the papers and makes the presentation process more formal. With only a few people, the team can just look over the same sheet of paper and have a more intimate dialogue.
Error-Proofing Recommendations
The key takeaway on design review board composition is to have a group with the requisite skill set and right personality match to make the process run smoothly. More is not necessarily better. Both engineers and managers expressed the belief that having supervisors at peer reviews tended to hinder the process. However, not having managers physically present at the reviews doesn't mean that they should not be involved. The project managers and section leaders must take an active role in choosing the review board members, ensuring that the review will cover the technical aspects in an appropriate manner, perhaps generating a list of suggested topics to cover.
The formality of the design review can influence the behavior. Even the seating arrangements have psychological impact in peer reviews. By putting the review in a "round table" format and not having people stand-up and present the material, the exchange does not become too formal or adversarial with a prosecutor's mentality. Not having direct superiors or personnel evaluators is important for this reason. The peers involved should be concerned only with the problem at hand and not with impressing anyone. Certainly it is difficult to create guidelines on how to construct a review team based on personality types.
Nonetheless, it should be considered in constructing the teams just as technical ability is.
The manner in which reviews should be constructed depends on the people involved. Some people do require tougher criticism than others. The project manager must assemble a review team that can work well with the project team. No matter the style of the reviewer, it is important to emphasize the point of reviews is to identify opportunities for improvement. Managers should choose the members who will cover the issues they want. Formalism in the process can help keep things professional.
Also, because these peer reviews are informal does not mean there are no rules or documentation. The idea is to give the engineers and reviewers more freedom in covering the issues they want in a manner they are comfortable with. It is still necessary to report to the rest of the group the status of their piece of the system so that others can be informed of issues that may impact them.
Scope of Reviews
Literature review
The scope of the review is important from both the reviewer and reviewee side. For the design team presenting, it is important that they provide a full picture of the situation. According to Leveson (2000) , cognitive psychologists have determined that people tend to ignore information during problem solving when it is not represented. An incomplete representation actually impaired performance because they assume it as comprehensive and truthful. An incomplete problem representation can actually lead to worse performance than having no representation at all. One possible explanation for these results is that some problem solvers did worse because they were unaware of important omitted information. However, both novices and experts failed to use information left out of the diagrams which they were presented, even though the experts could be expected to be aware of this information. Dorner (1996) has researched and identified the logic of failure in complex situations. Humans have many inadequacies in dealing with complex systems. Complexity, dynamics, intransparence, and incomplete understanding of systems are all factors in recognizing and avoiding errors. Humans tend to badly mishandle temporal developments.
They tend to extrapolate linearly and cannot handle exponential changes. The "slowness" of human thought often obliges shortcuts and prompts use of scarce resources as efficiently as possible. But instead of clarifying the complex relationships, humans often select one variable as central and economize around that.
There currently is a dearth of proactive design tools to guide reviewers. The main aids available are passive, like questionnaires and checklists. It is difficult to create general and re-usable guides such as these. Eibeck (1996) studied different models for evaluations and found from feedback that detailed questionnaires were not successful tools for peer reviews. Review is highly subjective and can give significant information to the design team. A checklist can only address issues on a superficial level. Trenner (1995) says another difficulty comes when peer reviews don't show the severity of the problems identified. Weyuker (1999) developed a questionnaire that computes a risk metric for reviews based on fifty-four of the most commonly occurring and severe problems in project management, requirements, and performance.
Lessons from NASA interviews
Since projects have limited resources and competing interests, projects often cannot cover all the topics in sufficient breadth and depth. As the projects have to pay for their own reviews, it can dilute their effectiveness as there are a lot of competing interests within the project for the money. It is not uncommon for some sub-systems to not even do peer reviews.
Even when peer reviews are done on all subsystems, they are not always done in consistent fashion. Reviews are often too shallow technically. A number of factors must be considered when deciding whether a subsystem needs more resources and reviewers. Some of the criteria used by project leaders to decide what is peer reviewed include:
Complexity of the subsystem 2. Technological Readiness Level of the subsystem 3. Criticality of the subsystem to overall performance of the total system 4. Breadth of the technical area over the entire project such as software 5. Lack of sufficient information or maturity on the subsystem at a previous review 6. Past history of trouble in that area or subsystem
The subsystems or areas to be reviewed are chosen through a negotiated agreement between the Review Chairperson and the Project Manager.
Error-Proofing Recommendations
There are a number of structured methods to identify priority areas to cover in the peer review. have explored both traditional and applications of QFD and FMEA for the product development process. These structured methods assist prioritization and analysis of risks and errors in product development. Both traditional and design process FMEA as well as the design and project applications of QFD can be important tools to use before and during design reviews. We've also begun to explore a new application of QFD towards design reviews. An advanced form of Project QFD (Chao and Ishii 2004) , System Review QFD allows the project manager to analyze the elements of a system when trade-offs are necessary in making plans for peer reviews. Figure 2 shows the houses of System Review QFD and how the sub-system review allocation can be derived from mission requirements through metrics. The vision behind this QFD is to identify important areas, particularly risks, to review in a system by quantifying their impact on the requirements for the project or mission.
Mission Metrics Mission Metrics Subsystems
Mission Requirements
I
Subsystems
II
Engineering Peer Reviews
III
Figure 2.
System Review QFD System Review QFD is a variation of the traditional Quality Function Deployment. However, in the modified House I, the Mission Requirements and Risks are mapped against Project or Mission Metrics. In House II, the Metrics are mapped against the different sub-systems sub-teams for the group. By weighting the requirements and correlating the metrics and sub-systems, rough allocations of the project time can be estimated in a visible and documentable manner. This same process can be used within a given sub-system to identify how the review should allocate coverage within one subsystem's peer review.
Approach and Execution
Literature review
In light of recent events such as the difficulty with the Mars missions and most notably the Columbia disaster, NASA as an organization has taken a deep look into changing the atmosphere around reporting problems.
A member of Columbia's mission management team said it is important to note that "I wouldn't look at this case as being all of NASA was wrong except one guy who had the answer. There has to be a more fundamental structural problem with how the communication broke down here." Former astronaut Sally Ride has commented on the design review process saying that 'This is a very personality-dependent thing, and these large meetings can be intimidating." [7] NASA chief Sean O'Keefe has promised dramatic change towards creating an atmosphere in which "we're all encouraged to raise our hand and say something's not right or something doesn't look straight." He has proposed changes such as a NASA web site to file anything seen as wrong, making it easy for anybody to participate and voice their concerns anonymously if they want. NASA is already well-known for its safety-reporting hot line and printed forms. [6] Freedman and Weinberg (1990) suggested several rules of thumbs for efficiently running reviews. They recommend 2-10% of labor allocation should go to technical reviews. Reviews should try to run for about 2 hours. Starting at 10:00AM tends to be a good time to have reviews, as late in the afternoon reviews are likely to produce rushed and superficial reviews as people look to the clock hoping to get home early.
Computer technologies allow simulations of many complex situations of interest. The flexibility of computer scenarios allows examination of experimental processes that were previously observable only in isolated cases. Industry and academia have explored numerous information technology tools towards error-proofing. Automating parts of design is natural as part of the transition towards an increasingly electronic environment (Chao and Ishii 2003b) . Modernizing the process not only improves communication between reviewers and reviewees, but technology supports what people already know (Friedman 1997 ).
Lessons from NASA interviews
The nature of the human interactions that connect reviewers and reviewees can influence the results of the review as much as the technical understanding of both sides. Some NASA design reviews are extremely adversarial and are even compared to prosecutors cross-examining the defendants in a courtroom setting. Others emphasize consensus building in a positive manner, so much so that critics call them "group hug" reviews. The group approach tends to have broader and more even coverage of all the review topics. The more adversarial approach tends to get very detailed coverage, but only of one or two areas, usually the areas where the reviewer is most comfortable or familiar in. The project manager must be aware of these factors in the selection of the review board.
At Goddard Space Flight Center, the Management of Government Safety and Mission Assurance defines a spectrum of activities, from oversight to insight, to determine the adequacy of a product or process. "Oversight" typically entails onsite, in-line involvement with the supplier's processes and generally includes detailed monitoring of the process itself. In contrast, "insight" typically entails monitoring a minimum set of product or process data to provide an adequate understanding of the product or process. The tendency at NASA is to lean more towards oversight if the risk is high and more toward insight if the risks are low. The strategy can change as the program progresses and more risk information identifies where changes are necessary or beneficial to reflect either an increase or decrease in risk. Within an area there may be varying levels of insight and oversight applied to portions of the surveillance.
One JPL project manager who has done much work on the psychology of risk reminds reviewers to make corrections for personalities. If a person is optimistic in nature, his or her cost estimate will be optimistic as well. If the person is late to meetings, his/her schedule estimate will likely be underestimated. If the person has never worked on a badly overrun project, the next one likely will be.
Information technology is an important part of NASA's push towards making their space and technology missions "faster, better, and cheaper." Smaller projects tend to use more informal tools such as e-mails and applications like Microsoft Project or Outlook for project management. Larger projects are by definition required to have a certain rigor and will have the resources like information systems with configuration control and integrated project management, including DocuShare and Livelink. DocuShare is a collaborative workgroup solution to allow project personnel to share their documents with each other and with their industry partners and affiliates around the world. NASA has 23 DocuShare servers and a total of 1,700 users, including project managers, engineers, administrative staff, and scientists. Livelink is a highly scalable collaborative application that delivers Web-based file sharing for users in remote locations. This allows users to access and share files with users outside of NASA through the use of an Internet connection.
There are also a number of other knowledge systems, reference databases, and software tools in use or in development at NASA. The Lessons Learned Information System is a database of different lessons from NASA projects. The Engineering for Complex Systems group at NASA Ames is developing a Mishap and Anomaly Information System (MAIS) while NASA JPL is developing DDP (Defect Detection and Prevention) software to help identify risks. The major issue with these systems is that not all engineers are aware of them or how to use them. It is important for project managers to inform their teams about the availability and benefits of such resources.
Training material with demonstrative examples that help with such tools are also a good way for engineers to learn their benefits themselves.
Error-Proofing Recommendations
The approach of the design review board obviously is related to its composition. Though reviews should be informal and the team should be comfortable being open in discussing their concerns, there are still rules needed to ensure consistency. These reviews should still be in formal in the sense of ensuring the attendance of the invited reviewers and documentation of requests. If the proceedings are too informal and reviewers come and go early or late, the entire process will be much less efficient.
Reviewees must not fear tough review panels. They should not worry about "passing" the peer reviews but rather welcome the most insightful, experienced bruisers. As one manager at JPL said "Bruises now prevent bleeding wounds later." The reviewees should listen to the criticism and not worry about defending the project. Suggestions of potential problems are good risks to be aware of. In the review process, the formal system reviews aim to oversee the project, primarily from a programmatic standpoint. Peer review should precede and complement those reviews and be used to gain insight on technical risks.
Another view of insight and oversight is not as a continuum but as two distinct approaches that are both necessary to better mitigate error. Insight is not only necessary when risk is low. Insight into the process and system are both necessary before oversight can be implemented. Shown in Table 2 , Design Process FMEA (Chao and Ishii 2003a ) is a method to understand the risks inherent in each step of the product development process, by breaking design errors down into six areas (knowledge, analysis, communication, execution, change, and organization) and looking at the local effects rather than the end failures. Due to the increasing complexity of the systems in these projects, it is becoming increasingly difficult to understand them. Computer tools can play a big role in visualizing and demonstrating concepts. The use of these tools should be brought into the review process as much as possible and allow the reviewers to be more "hands-on" in understanding the systems.
At a minimum, every review project should have a "locker" to store and share their files within the group and with reviewers.
There are a number of project life-cycle management systems available like Docushare and Livelink, ideally with configuration control capabilities, which should make the implementation of this straightforward. The locker should be divided up into the different subsystems, just as the team and the peer reviews are, and also directories for system issues and one for background materials. The reviewers should be given read permission of all the files. The system ideally should have project management capabilities which can not only schedule the reviews but link the reviewers with relevant files. The system also needs to "push" communications (e.g., e-mail) to the impacted parties when changes are made to the documents. As important as storing the review content is to store the names and contact information of the different project and review personnel. By listing and linking this information objectively, future projects and reviewers can find resources to guide their work and learn from the accumulated knowledge of the entire organization.
CONCLUSIONS
The formal review process at NASA is strong, but due to the size of the projects and limited time and resources, they must often concentrate largely on programmatic issues and can only cover technical issues in a fairly shallow manner. It is the role of the engineering peer reviews to identify the specific issues that can impact a project. However, these peer reviews lack the consistency in implementation, and depend very strongly on the strength of the project and section leaders.
The design review process is a weak process in that success heavily depends on the individuals involved. Still, many at NASA do not recommend more requirements and formalism necessarily as a way to improve the process. NASA can learn from other process development gate models to better manage their project portfolio and the use of quality tools and initiatives. Because design processes can vary so greatly in terms of not only size and technology, but even in domain and technology, it is not feasible to create a universal checklist for all reviews. There is an inherent tradeoff between the specificity of items in the list with the size and burden of performing such a review. The key to improving the design review process is to treat it as an activity of insight and not just oversight.
For many organizations, design reviews are the only line of defense against errors in the design process. Even if they are applied universally, they are still an imperfect gauge susceptible to human errors and will always allow some problems through. Nonetheless, they will always be an essential part of any organization's efforts to error-proofing the development process. The keys to using design review as a part of the design process error-proofing toolkit are to recognize their inherent weaknesses. Reviews are a dangerous tool. They can give the users a false sense of security.
It is also important to regard design reviews as the first line of defense against errors and failures. In one representation of the different levels of error-proofing against design errors (Chao and Ishii 2003b) , design reviews are a down-the-line inspection activity, not as robust as an immediate prevention or detection. There are still further steps that can prevent and mitigate errors from occurring.
Improvements of an organization's developments can be done at different levels. It is not uncommon for some organizations to deny problems and rationalize them without fixing them by saying they are a "one of a kind" occurrence. With resources like lessons learned database, many of NASA's improvements are on the problem level and very reactive and specific. Ideally, an organization should aim to fix the process and the system. Unlike other error-proofing solutions, design reviews are a system that is, for the most part, already in place at most organizations (Chao et al. 2001) . Improving the process does not require large capital investments in technology or even a change in the process necessarily. Design reviews can be impacted immediately. The key is to make these reviews as robust and thorough as possible. That can only be done with good pre-work, gathering both strong reviewers and reviewees, and being committed to reviewing consistently.
NASA's life-cycle model, like the gate approaches, is used to understand and mitigate risk and synchronize project work. Some of the differences come from the environments the organizations work in. GE Aircraft Engines relies very heavily on the establishment and use of design practices. With aircraft engines, the importance of safety and regulations of the FAA force a fairly conservative design process. On the other hand, many NASA engineers view each project as a one-of-a-kind design which is unlike any past project. Also, being a government agency, NASA deals with unique bureaucracies unlike those in industry. In response to that, most managers don't want to add any more levels of complexity when not required.
In summary, the organization, composition, scope, and execution of reviews all play a role in their success. NASA, like any organization, must acknowledge what design reviews can not catch. The basic reasons for bad estimates and risk plans are inherent to human nature due to blind initial optimism, overestimating the completeness of knowledge, underestimating the peril of unknown, and the belief that the worst just cannot happen. The key to using design reviews effectively is to understand where human limitations in dealing with the complexity of systems limit the ability to review. Confidence in the process is different than blind faith in it. By having a strong and consistent process, both the process and the system reviewed can be better understood. An organization can then more effectively and efficiently use the review process.
